[ Downloaded from gifm.ir on 2026-02-11 ]

1)
&2

Legal Medicine Research Center

Iranian Journal of Forensic Medicine

journal homepage: www.sjfm.ir

Iran J Forensic Med. 2021 Dec;27(3):191-201

Security, Confidentiality,andPrivacy of Information

in the Field of Health With Data EPR Embedding
in Medical MRI Images Based on HVS Model

Jalil Zabihi™*, Hadi Grailo’

" Faculty of Electrical and Robotics Engineering, Shahroud University of Technology, Semnan, Iran

*Correspondence to: Jalil Zabihi, Email: j_zabihi@shahroodut.ac

ARTICLE INFO

ABSTRACT

Article history:
Received:
Accepted:

Online Published:

September 18, 2021
November 24, 2021
December 6, 2021

Keywords:

Data security

Evaluation

Data embedding

Electronic patient record
MS-SSIM

Human visual system model

HIGHLIGHTS

1. The PSNR and BER criteria compared to other
methods indicate the high level of security of
the latent medical image and the proper per-
formance of the method compared to other
methods.

2. The proposed method improves the level of
security, confidentiality of patient informa-
tion and integrated storage of patient infor-
mation and images.

Introduction: data security has become a serious concern. One of the methods
against these risks is the utilization of data embedding. The patient’s electronic
record is embedded into the medical image without changing the shape and
size of the image.

Methods: The EPR data embedding is based on SSIM and HVS criteria employing
MRI image segmentation. The idea behind two-dimensional wavelet-cosine
conversion based on EPR data latency is that the final image will provide more
resilience and stability against malicious attacks.

Results: The present study aimed to study the effect of the proposed method,
including innovations in the HVS block based on SSIM criteria for transparency
and flexibility. The latency coefficient K is considered to be comparatively
proportional to the N-ROI uniformity. The selection of «,, coefficients includes
the frequency and spatial sensitivity optimization function in an adaptive way
to match the visual perception of vision.

Conclusion: Security in health information systems has its own weak points,
planning to secure access to patients and risk management is crucial , and
necessary. Research improve the level of security, confidentiality, and integrated
storage of patient information and image. The simulation results, considering
the parameters of robustness and transparency in comparison with other
methods, were carried out with the evaluation criteria, including MSE, NC,
SSIM, and BER measurements.

How to cite: Zabihi J, Grailo H. Security, confidentiality, and privacy of information in the field of health with data EPR embedding in medi-
cal MRI images based on HVS model. Iran ] Forensic Med. 2021;27(3):191-201.

Copyright © 2021 The Author(s); Published by Legal Medicine Research Center. This is an open-access article distributed under the terms of the Creative Commons Attribution License
(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.


https://orcid.org/0000-0002-2719-3266
http://sjfm.ir/article-1-1259-fa.html

[ Downloaded from gifm.ir on 2026-02-11 ]

www.sjfm.ir

i s=ig Sy iy

()
&P

(9B Ky SRR 38 0

03ld (g jlwaiagi b cuodlw 0395 10 LleMbl  coguas po > 9 (Solo yox0 (ol

EPR Sy yolad o MRI Juwo p Siuo HVS

oyl g5l D s Sl

Ol eibions wg,0ls  gaio olKiils (Sl g 5 (gwdigee 0aSiils !

j_zabihi@shahroodut.ac : g xSl oy meod Julo 1] ghunno 00 g3

doSe

we

Wl wiadtb!

s ol b ablie slo by, 5 oS ol o s 505 LS5 oo 4 e o8l tdoie
).)yaj O9° s‘_g)Lwd:J.Q) SaS L )LM ‘;.uj)-asﬂ Owj)J | 00l d)LwMQA )l solaw!
S S pgas o5lail g LB aSST g0y g e dls I8 Sy

SSIM )LM » LS..L.A EPR ool 6)LM:M.QJ u""j) djl)‘ d,»..ﬂ:u U"‘ &.4' RV e L”’)
R s oS =S ge (s3mg0 haus ol . wl MRI gl (anaakad oS 4 HVS 4
5005 Gy 3l (2o Jows 1o colre oS it Jioud a5 Sl [l EPR ools (gl aiags
u):u Mo ).3‘).3 9O (S ﬁlS:u.w‘ 9 6)5Tub @L@f poas EPR osls ‘5)L~JW )| o=
2,5 aalg> ol

HVS S5b 10 s ,gles Jolods cgoloiinn by, il anlllas o b ol imgy ibaisl
wsls Cillae i 6 S0l b ot ool inedss IS5 &) e 5 (udlS )5 ol
sl

g p3Y s Cupae g e sbosls 4y s sl Gl (g5 ,a0l 5 JdS aen 4y
9 Sle e el i 350 370 (59)l90 Jold gy (s o0 S 4 (55952
5 681l sl )l 4z il wgiloaned @l ol pgal 5 sl DMl 4z LSy 0 255
3 MSEPSNR, NCC, SSIM el o5,) (6la lome <KaS 45 do_sby, ol b dulie yo cosdliss

o] 00 |nL'>'r.3| BER

o azs U

VE. Lo BIVY bl yo
RERIRLVA - JORY

VEe /- a0 s gy L]

iS5l
<!
oolo g jlwaiags

o (Sig iSleaig
SSIM Le

Ol olin Jo

3T LY

s caamsLas b bg, plo 4 i BER g PSNR Lias )
ol 3 Shee g 00 (iluatins (St pgal el Vb
ela gl 4 S b

Sleb] (Sole s il rlans Sgu 9o s0leidnn g, ¥
P9bos ppal g o SlMbl 4z LSy 0233 5 Lo

3 ookl yg38l5e, a4 axgil p3l sl Jlo jo a5 ol

dodlo

IS 3l s 5 005 S5 eSS ey e oS
D ol oasy S gy oledbl slaolsl
S 3l slaJle jo (S sl g paal (55908 Sloas
ﬁjl.«é.i LgLQd.:Lol.w )‘ OQLé.LA‘ 9 du.w‘-.\f P w..s ‘) J.als u)L‘U‘
0 oo o (oo 5l JLiil g (59 gmpol; polai (( Sbp

9 S—=5 pole ,o Sledlbl (gy5lud iy L 0jg

OBl PACS b (g pgoas Ll pismsns 6 5 guelS’ (sloaScs
wilizee blas jo (Sipy polar laled 9 2Lk o o35 (JUi
Pl g ol 0 5 5l (S Gl .ol 00,5 ol |
Sy Sleyaiil o Dbl )l g DleMbl (5 )5ld 055> 5o


https://orcid.org/0000-0002-2719-3266
http://sjfm.ir/article-1-1259-fa.html

Iy f oilgl oo aS divn Jgl8 Sy saads ol
Lf] ass 6,11, sla s 5 055

NEUENETSICTREN By RGN TS EREH I
SEalS g A3l Ollas s Sl o > Olsles
el yat e 385 ¢ JolS OlSi> L S e JJo b el
o sielgb g o lwlilpuw ol Slaasis
Sl S e rizpan 5 B aislns Sao
P8 (S Glosle 597 5 S5 Ea9e 05 wialy>
5 oS JrS ol g oyl (o lwaiiine o i Ll
5 Sleas a5l el CBam b (Sb 3y oy slaosls S
)d 03— w uLC)’Lb‘ uu}y :\.:Lo)m 9 g.JLC)’Lb‘ Lo 09_..9‘.’
[\C]w‘ g_;iw).» o9y

Glom 65055 5 @98 (Jlums (Shy slaaslals )
Jsl b Jlo lgreas ol b 01,8 SO Sy
;0 COVID-19 4l o slaosls o (gl (S polas
Sl Sl Jlojl a5l el (S o (22 Jos S
A0k S felsaoly b s bl So 4 (S nslal
Lzl wdly o [V-0] iy slo g anllas yo 09—
(ilage Oylhg cmilgd alle jemme gy jlews ledlll
V-] Slalas 3leolass jo il (Sbp Sleas g yloyo
P W P I 3 S D P PSP R OS BEVY 2
b )b 358 5l (6 ,S sl Jolis ool (g5lwatigd s,
Sy dile yore Dbl Sloails (s (g 2SI

alo yore 40,5 Ao b Sy (g3lwaiiys ailel jo
S S5 i3l 59,5 (EPR) oy (Sidg sl oass
4375 ) e MBS (S gl (ipaskad (izren
Bap 4S5 ods SR SWE ) ‘5‘.‘.”4 ‘5L®d).3)ls)éﬁ5.¢ﬁ J.J?ug

Coblye slaailolu .l ools &, diadan g (60 )15 dnwgs
polai ik, sl lens CodS o9 sl “_,’_:_;Ll%.;
Comol 90,015 08 oo g8 BB ool il Sy
oo (Ko 6,1 pgai slaailels 3l oolaivl 9540
9 29l (giedgal,ali laalelw aile Sligzs 5o
03,5 &l)l1; g slool, low gl Sgute 50 (5590551
855 518 Gl 0g—e Sl o (b Glaasie b
4 s g Jlezms (Sih Gl nsal rires
oo B ol 5 618 pgeas Sleas g lags 9l s 5
el 0,5 48l 3 Codls 9 Sy slo idu axwed sl g
23 OB silwaiailss e )0 (Sdiy pgal (5 iluatags
e O Ohler (Sl 0aigyy yeal JUD g o s
IV] aas oo gl (S sloasbobus o Shos Sguga 5o

bz pele Gl ide (et 5l (S P S
2Ol shol Bon a5 59, o o 4y (55,0l (LB
@ oS ol plaplanil She e (i o yp i 1 iy
P a5 lesls cws ) 05 )l alie LYo
S50 5 hlwg lnl acgazme 1S e bV o gl
b iy el B30I LT s ), a5 050,65
oais <8 a8l 5o ez sl e y0 il 5 (555l
0392 3 5T L (Sl (St lolitioal 5 K05
I¥] el

Slolre g B aiSanzlobojg ) 2 (98 (Sl y (b sl
Sl o izmon g £l lbolad Gl pe Jio (ol e
s Olyedr p Slojle (laie )l 5 (S5 el 9580,
) ‘) R 6&0&9)3. “S:La.s K M)AB le.{zs”l.; )"
JLss (Soinoly, 5 aBiole)l (( Sbh slaggnsS
I¥] 05 )ls 5 pa3 a3 e 3> 3l (sl iilei b oS oo

Sy aaldl g Dl Jade s Jlae bayliw jlags 55 ST
i GBS 5 555 SV (gaas 3T50 10
S 2RSS g DG Ll Sl (49,5 003 s
bl Bomly S oo collad SISaaS 5 25 ol 4o
OBb5 (rl g Sl LS (b sl 0iiS o0 )5 3>

1. imperceptibility
2. capacity
3. robustness

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

4. security
5. distorting
6. Electronic Patient Record

\ay

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

olulyS 9 (Zmd

MRI (S5 pgbal 55lwaities o9y S pl,5bo Ssb
Y S 5o sl ol (STl el ailobs 5l eslizul L
dm Codlad b i il 00,91 5 (6l p ol oo ools L
S gl EPR jlews (S iSlonis (o 5lwaiays |
o2l 655,15 oo el o 03lit_wl HVS Ssl, I MRI
7S 5 2l peal Jelod b lg oS ol (5555 a0 Soly
2,815 (goleiion Gl Cedlad byl o )65l sl el
JelS gty pl, 51 S'sly (gl e aslol s oS
D5 g0 0318 s gl

adlaie 93 4 by pgeal el b (g3l (o,
wl.uo aalaioe ‘S:Lml.u.u ‘_g‘).’ Oﬁmsa &HN-ROIj ROI
ad aseis piy sl sl ails e eSS Folw Slls aS
)Lo...» EPR o..\.ssj.» ).:Lw wLw‘ BN m..ss‘o oolai__wl
‘wy Ry )‘ 03 &_)L’?b\.:‘ )Lud)j.a 6L®J_m5.u Slaws 9
&g 5]y canslio diilate S g o ZSlol ailis] e
Sl o,bgs wus Glaise L ROT adlais wils ply
Gudndad (S @ JS043 O g0 b g aastio S by
5.[\ VOOl sg8 plowl g
Cladlons .09l oo 0 LUl ROT ddlais lgicas a5 0041 (5 Lo

Capacity of Edge A
Region v

ug gl;

Threshold

Classification
of Edge Region
N-ROI

S EPR (50015 (g jlwaiigs golopuimy o9y 5 o500 ol ¥ IS A
3% MRI 5 glai

L8] el Y olgan o Bblio 41 i s ]
63,5 slaojex jo Dledbl g,5ld | Slaass
039 3game [FY] Sivgy Jlumws polar o 5lowaniags
ools (g 3lwaiags sl (6 i drwgs g d>gi Winjls g
ook (SS5e0 Bk 5l LU, (S sleenis y o
VS j0 09d oo LSl o Edgg el (sloo S
Ol Glilens (S gvoais 5l Siig Sl ol o 09
L9 S ple 50 (g Glas,glid 09,9 b0y —b e 00l
2 sty Jml Gl | Sop 0 pwdige (585 Gl
(S 3590 (S5 (55,9000 ¢ Sb3y 059> Dleas s
a5 g0 Seig il Zalye g S9lB (SLp Glejl

L Sledlsl 0010 550 )l ylos (S5 (slwodigy .ol
Al g yiwd losT @ jlome e ol 81 auls aS el b
@ a2l 5 o Ble (patd o > Lads 5 ogdle 5 anily

IV F] sgi so ol jlows (S slaosls

I 095

30 Ol ol albllws Lol Jow o5 was gl
5 b 3o Jaw ol sl Gles o ool (gilwaiags sla b,
JEezms (b5 polal jlumaitiys slaailels gjlwans
09t Syl by o 0051 (sl (St D j9—0ay
ool K55 psba ;s low (Sedg 2SIl oy el
Ol s J8las cools (g5lwaiags o ol ST .5 5
a5 Ll 38 el Sl o 1) (KB sl o (S
Ol sod 0,0 (K 335 (Sl pgad & Olilown Oleyo
Dol cs 5 onsobl glosel ol

[ Coverlmage O Key (K) Stex (§|\golgr1\l Key (K \\
| ¥/ Secret
] I !'3? ] ‘ Me su:et\ll |
Embedding K C F@ Ll Extraction
| Process —i—p “"CT::::]"“' _T_. Process = ]
] f_’ (Em) I I (Ex) e
l
]
| | [ |
\{‘«‘m Message ) ! ( /
——————————————— -
Sender (coding Phase) Insecure Transmission Receiver (Decoding Phase)
Channel h
(V] oyl ylows (St 3y, (soig . 51 (Serig Sl sl yo ) S A

7. non-overlapping regions

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

1af

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

A m (a8lie Jalge cnl (S p bl bt
il Sl bl T ojlul S g5lmatind cod)b
S places jlade 4 a5 el (gilwatang by, 0 Shee
Syl 3)lo 0)lbl 0,5 aied Sidgy poal ;0 Ole o
Sl by, i 45 sl Sl (S5g S VL (55lwaiins
byl ailes SIS Gl 4 (olws (6l (g5lmanins
DYas] coul oas soloylas (V) dobas b alyy (s 5loazigs

L
v oPp) o)

gl g oye i S A N g M oS iy iy prgad
0 salazw! Lth)M‘)L’ 9 >oles L.\.»..s‘ u_.w‘ wy )J?.oa.’
2y el Ol (i pslal gileatags w0
v G 5l JS—ice g NXMolsl 6|)L>I Olibgy (S
gl Sy 45 Wi EPR o0ls 5 ol Gl (g 5S>
A aslez a8 )8 a0 PxQ olel 4 cesl (5,0
ools C?‘L""" ).:QLCLA an 5MRI Rgas Lg).._...fl} C?‘L’—“’

[yyav] sl EPR

Slaxsx
nm

I={x, ,ne{01,..,.N-1} me{0,1,..,M —1} ™)
w={Ww, ,ne{0,l,..,P-1} me{0l,.,0-1} ")
xm (S {0,1,...,G_1} (f)
Wm 6{0,1} WO 1 (a)

b oo olows i AW, g W, ,—0lie (B)adolas o
30 Golwaiags Jos aiwn Jliows EPR ool slo S g
Dedse Ol pj Ly, bawg pigad
[ =-IeW *)

:;V)'L»c\.’;.é.e‘.; Slee basmo s cadle (F) doles o
(V) doleo o el T gy pgal )0 W a5ee EPR ools
el Loy EPR Oledb| Jol> i iigy Sy poad I
G g Jetie by oduay o ZoBlad byl (el (6l
b Aol (2oL, oo i onndlS 3 Algy g (2l
Olyee V(D) 45 050 o oolaiul (g 5lwaiags o ;551 5o oLl
odal i plS2 jo rndo o el LU el Sl
DYOAl sos oo las )T g

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| F+¢ 300 ¥ oylos YV 090 |

TePme Al Holaieds yo3S 4sS 8 plp yo adlae (ol 5
Syan b Julaiu ROT adlaio SO .onl s )l (5 Lo
45‘5)‘-5).: )| o.bl.b...u‘l.a u_iuLoy‘ Ls ua.m ;im).’ Ja.ms.c
ua.?v_.i'...Ac Sl ‘4..)5‘0)‘..\4‘5;;@.._7;4 ..x.._.Suayr_m.n
@ Blate Wyl ¢ jlade a S Lleil g ROT dilaie 4y 3 laie
oaloylis ¥ S (o a5 ol Lo casis N-ROI ailais
Sl ol o 1add jlan (SgmSl onigp slrools woa
ddlaio ;o Ol yss oloul 5l g ool (6 5lwaiagi N-ROI dialais
el b .l ROI Slaizre 4 5L (o jlwaiags dalais
aS oleools zl 3wl jshaieds 5w ply L ROI Glaizes
S'sb JoROI Glaisre g ool oz il dmles (g 3lwaiags
DINVYENV] Wgs o s5lwarans Jiudes pgas adsl

e Jele 55 1y 25 kS 5 i
a8 )5 a0 b gilediag e, sl pKe a5 s

(d)

999° d) 9 (b) 9 U“—""’" MRI).‘"SL«:S ROI aikwo(c) 5(@) \“JS_NA
[WROI peaid bg.g).o

(RYA

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

ghl)S 9 md

Dl s a4 (A
MS-SSIM(x,y)=[l,, V1T, C )P [S(x.y)]Y \)

slddie o Coenl ool gl Y, 9B, <oy, slales
&)")"'JL’)_")"M ..\.:)..560 )|)_9 oolar Sygw calises
r3as zeog b Bliej=1 a5 > o ol pgai (pbely,
Ivy] el Lol

ol 58 alises slaadlye 4y Gludl e olis abela
oals Hlad & S jo aS a5g5 Lo o oo Slga—ion |,
ol 00

S S e ssbar sl oo ngal 5,8 Sl52
alols Sy anlllas 4y a> gl oS WSain | pgar céb
Dglite £ wilS 58 slizl @ Gladl pidar az gl ol
= (S, Azl b s plais] alise LuilS )8

G35 o Sromd oo |y Gl Gl i (55
O S Lo 555 (lolio 4y 55 10 5l gy oSy 35 e alilaie
Claiio—nd Connl a5 Culine s ol 0,5 walgs oy
Al oo 20l A 55 e 5 Vone pogwi S o calises
Voore a5 ol (s i lsle o Sy ool adlyyo
&.ﬁo@.wo@)lﬁggo#@}fﬁ)ob é@‘dd&b
S e bcasl ool ools lcs # S 4o i S 0
FRCIW GRS PRE VR NI T QPP JOUIN TR
Iyl Sgs g0 00l (plaisl lad

Data EPR

Cover Blocks Data Inverse of
ki . " “k
Image Decomposition Embedding ™ blunk_ ) tt Stego Image
i decomposition

Objective J

—»|
HVS model | / 8 a
_k. Function f, k

HVS oo b SSIM glpuin joro ol 515 Soly BJSi A

VI, )=-Vd) W
2z g bl ol b Lo b al peal oS (23]
STyolaS” 5,8 cpl bl 040 0 ploul*SSIM. —liio
lin s 55 A 2l il (sl sl (6
JJo 4 aS MSE 4 PSNR &y o jlso (] iS00 Jas
5 a8 1,8 Sldl 5550 Ll ol abblw 4 25 o
S 0 BB SSIM jLiro .0 ls (6 g 0 ,Slos 5 )lge 51 (6 s
gl JiSw 5l ()18 paiges 0515 4 pgad SlLSi (1092
ol wlolis 10l bl 5 odiins s g deis alsld
Day-ls)ls S bt
o515 & ymgal Sl (39— S 3 JmB SSIM
@ pgad dio Aol 5 poal JUK—w 5l 60 maises
50l (Swn HBU ol wlelw STyl SUlss g oniiy
WS (o0 eetd By Pl pgal S (00 )l e Jes
P9 S (ewlodiz (g S S e ygiS L cpl aS
alie slacrelys; 5o neal Sz oS 5 ln el
CobnS b5, 6l ewbiiediz SSIM g, S o L]

oo 00ls yLas TS jo o jloges a5 oo oloiius pguas
vyl el
S g aye ymgeal Gl UK 28,5 a5 o L
1) 505 Gmly 28 LSS Hebas allabus c(559 55 Dlgreds oo
61 pigai2] 45351 S L1 o0y ild i g0o,S lasl
oo YL s 0l (ulide plgisas ) (Lol pgal oS o
Cewd G M-1 6l )1 ,ST 51 s oS (1S (o0 o o3 ML
dsliie 5 C (xy) Conl ;S 4 lio oth ulide ;o 0u] oo
S i 50 dslie Wigd oo dwle S, (x.y) Seelw
2l s v—bee dle M ulide o Lads (Xy)
Woleo b calises glauliio 15 (g ,uSo;5lail oS 5 L SSIM

Image X - > Luminance metricI(’x, y)
Image Y —— Contrast metric c(x, y) —>  Combination __5
> Structure metric s(x, y) T
I —

[¥1] ol sz yLisbos el (6 o Il ailobs F JSis A

8. Multi Scale Structural Similarity

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

145

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

HVS Juo p S MRI SCi 3y glai ;0 EPRools (g jlwdiig b caodw 0355 50 WleMbl cogas o1 3> 9 Soilo yoo casuol

Bos ol LSCid o Plae 4565 0l o aiiie el Ban
3385 03y ol Baw aly (s oS 5 D)9t wax
a adly pelaisl 55 b b ya NS e oS 5 0
IVY] sgs so asein

ools (g5l KT 0T3S (1) (YY) g (V)) &Volas o
Sade oo o L )T peal )0 Woads g5lwasiags EPR
| u.wuuy ).:9..44 o )Lo.u é*"‘)" °‘>‘;5)'~f-

SW(IW)2 TL (\ \ )
SW(IW*)< TL )

Sl e € jlade g aiS oo Ol [y Lo 31 5y e =l
Ol |y idigy yigal (595 2 GBS e S 5o ai8laloxl

...\.a:.)‘so
S (I+e)>T, Qhp)
Iy ={y, -ne{0L..N—1} me{0,,...M—1} )
Vw €10.L,...,G -1} \0)

WS pginnS o w5l o a5 pla g, 4o
0597 4 (2l 059> 3| JUiul &l plgiear Sdgrg hod
S yaS gl jadome Lawgie lie oads solatul LuilS,8
o gy ple 4 Cuus plp (oilwatians slag 5 Slla |,
el 05,5 ol

sl
Olgf oo (S5 Sl pglal (g5lwaiags SoS'L

SMbl | Silo e vl v S5y yozmen Sl
ools Ll L s pgal A= LSS 0,53 5 Jlon sogas
oli.’l.s )—’5[-*44 SS9y 2 u...uLo)T Cal.u .bjﬁi Cmnd A ‘) EPR
ol g S bl 0,90,8 by, (2L LKk ol
0l (5'>"J-L’ aslol_ws S:LQ(.: a_ml.’ «)Jil.o& QS’L’))‘ 6‘)-’

oolawl (VF) Jlso 5l ilogs gl ;0 EPR o0lo 7,0 5l

50 ol YeSlo axl jo pliny jo8 4 Ll sl Jolo
YoSle 35 50 ;0 (—bolg), Judo (e 4 ad )by Sl 8 a0
i A 90 sla jidu 0 aS Il o cl 5YL syl
Sy Wlg oo Jadd il gt o o .ol 5l
Gl a5 Jb> 0 sl wlas vgaom 4l G 4y coes
Lyy] S pS o0 oyl oo gblie o 1) Oy 5
Sob o 4 glad Sgl5 cowlus 23,5 s o L
ools olais! las 138,50 59 S i g poas
() dolae & j908 Hlgi 5o 1y (2lad 5o sl )59 090 o0

N(x-x +H(y-y, )

d

max

kspatial (X’Y): 1 _C x (q )

oy 223 o0 i |y ymgal 7S 50Xy, Of 0 48
oos..\m)écj.';n‘)l.& w‘;).nd..a J.M.i..a alols d).._w.u
e |y olad Gl Cola 5| 36 53 5 0000 0~ 1
oelaisl ol o4 (V0) dolan by (oLas Hi5e (459005 oo
139l 0 00l
h(xy)=K i (X0Y)-freq(x,y) )
eobioriz> g el coalls Las U h(xy) Lol o
(Joed Bl Sloz G 8L (glwsaingy 2 Soly 5l Baa
3o Sl (g3l el p St 3l (SO camlie Bun
&L iz 05y 0 Hlojen el ik (398 (o 5lwaiiy

receptive
field

center

surround

activity
of neuron

average
activity

LYY oyl i Aty 53 S 425 oomion dunns Lo 5 S A

9. macula lutea

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

Ay

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

Fhl5 9 xmd

et aile b bl 5l 08 (S pl 5o 392 b,

28 09938 (@limby) Dol Sl owsS S ails
50 Sl 295 Cooglin (Sl 8 CS 1SS g8 g (mwsS
Srge g gieS (o5 5 @y S0 & (e,
o858 0592 4 (9lad 059> 5l gl JLal &b plgreas
il 6 S Gl jgdme Jawgin e c0a i ooliul
03,5 ool b sbg, ylw a4y Coud ol (g5lwaiini &5
059> ;0 MSE o S8 & (63lwdcds bt .ol
9DWT, DCT (s, L Jood 035> 9 LSB (3, L 05—
ooy > MRI s gai Sledbl L (g5, »» DCT +DWT
3090 VAL (6,550 9V L SO aS ools degasxo 9o .l
p9o 83l g IBSR20 Jgl 80ls ysglas degasxe a5 ool JSCis

MSE (dB)
LSB
3/a
s 7 % DWT
3 DCT+DWT
3
2/5
2
1/5
1
£2/510/6
ofs /4 00 B2 /20739
” /30/3
0
Image 1 Image 3 Image 6

DCT+DWT i, b LSB DWT DCT (gl b9, MSE auuslic . ylog0i A

PSNR (dB) Ls8

DWT
60

54 54 DCT+DWT

@ 51/552 551
50
40
30
20
10

Image 2 Image 5 Image 6

DCT +DWT is, 5, LSBDWT DCT (gla b9, PSNR duuslic ¥ 3505 A

a5 oo plodl Ol sl casms lis a5 05 oo
EPR o315 oLk 5 (55l (ST coalad mhans 5 009y iy
IRCL PP E B
[[(x,y)—1, (x,y)|-Mean
Max - Min
00 (g lwatind poal 9 I(xy) (ol By poas
GrSE ol .Sl Jlade Mean .o ull (xy)
2945 7S mhan mou;Sle Max . cul by 5
ol iy gl (6 S B rhaw pocice Min g 2By
Jl sl ;0 EPR ools (g5lwdiags 5l s iudiey ygual
G Il ool sla JUS 5 gl plbe glaasi jo
4 (Sl 598 Al SaS 4y (g3lwand (ol salgs adlal
oals (Las (VY) alayl,y 3ubb by pgeal 4 o 00 Hladse

ol 00l

S =

x 255 %)

I1,(x,y)=1(x,y)+k*W(x,y) \Y)

et 4y J JUS 355 et ol 1Y U5
Ryl S ol Swon ol o dilne o 5 (ibgy
Lowl 00l ool UL.M;
4 EPR ools (g5lwaiags 5l oy (iligy pgal 4
§ CannS ] 00 00938] w00 (50 4y Jlasl UK 595
Cuoglio 00O HLiS 595 (99380 5l s (2l prgeal LoBlas
S, ST Coalad s b g plp j0 00l >k (3,
el 2z ,099/F) EPR oolo

lation of mid-band with PN "Eern"

Culre[at\un

Ufmld band oeficienis with PM Sequence "One"

JMWM%WMWﬂWWW
!H J|| W IIWHN |

9:0 1000
1002
Correlation Strength of PN Sequences

EPR o0l L dl.g.a Poas LSl M o pw VJS.«JA

Canelatlun

[ Dollnl oaded from gfm.ir on 2026-02-11 ]

| \Feo }-f-[l-) Y D)LO-& AR 0)50 |

QA

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

HVS Joo p oo MRI (o3 pgliai 30 EPRooIs (6 5lwasiys b cuodlw 0392 50 Oledbl cogas 1 3> 9 (SSobo o0 cdual

W g jles 00l zl )2 Wl EPR (goslo W alolseo ol 5o
oald glacas IS slawsn g ool (53Lwaiags EPR oolo e
5Skoe o3yl sl BER siol )y axlllae ool by el EPR
23550 54 g3luedtaes by, 5551l
9y 2L 5 =yl sl ¥ slogad o Jole mols
Sty ammlio sl Cun sl 755 jlne 5l (g5lwaniys
bl el ol ools Lz DCT+HDWT ¢ DWT4 DCT, LSB
ol ools LS fhas 0je> sty 2L 9 el (ol

Olyear e glaailele 5 Dl ,5L8 059 54!
sl )l3le 5 55lwaz S gl adpon 5 tekas 53
ass-l LgSLo)a - 6:_*"“‘\'@" sllaswe o (695,15 el
Gblin jo (b Ol 89S a5 oo ,eiS ;o .l ool
S Cure S Wl oo (SBi 590 3,18 3929 (ol
3590 podae sl pilo b Lol il sole 00 0 (sl
IA] S o sags 1) o gousie &l jas

5 SleMbl 110,50 Ladl a4 agas jo o5 SIS Slagss
S8 2B (Sbh Sllas fgelyn (655 paonal ;o 25
Oleyd lroged 5 (2)l58 (5 slonm £55 ¢ Stz 039 s s
Sy sosls Coms I licelsl 6l pl by .l L
JUl ol (Sa 5 nglad silwiml Gl b be) b
L8] oS ol 6

JLasl o laieas Telemedicine (s ,5lu8 ;5 oolaz il
Oloyd (S st i jalaieds ol &l 5 wledlb
bl slajls 5l yen ol 5l slabsgel 5 Lo Sodlye g
039> 4O Sledllsl 6)5L2.é ;ASW b ol S 039>
SL g bls )l bl 3l oola il o S5 Sologail
u,u.sl.o.! 9 LS’L’)L' ‘o)~.>.> ‘JL"-‘-" ulia‘ PACS L: S =9
w.x.oﬁ ol oo;r‘,.:d)s ‘)g_.QLm.’aLQ.a)b L_;i.u).’sta.a
039> GIQL“"J sall_w ¢ PACS S o Caial
2o Hekaieds (63546l ol ans blas gl o cedls
Olylews laosls 4y s Cosl (ygul g oY (yilsd

MSE (50 2l ) loges 5 g oo L5 IBSRIS
el 00l 00l L o gy plw b 399 g,y

55 4 Jims s el S ¢ 53 gl
DWTslo s, b hodes 039> 9 LSB (3, b (S0 0592 50
b sl 00 > DCTHDWT oS 5 b3, s DCT
€509 VAL (6,500 5 Vo b (o MRI 505 Sledllol
2w IBSR18 g3 osls g IBSR20 Jol 0ols 3 glai dcgazns
OBl oSGl nslas 59, » DETHDWT (oS 5 by, gl
Cm PSNR 5YL ot S oo yLis ¥ jloges 40 oads |
S Jizms nglal Cotel (Vb gl 9 b g, polo &
.Cew) MRI

Silwatied sl (reads )0 ol slo el 5l (S
Gl Can sllas #,3 LBER i gy pgeas 40 EPR ools

D53 o0 Gl VA) doles L aS

BER:Z i=1 ‘VZI'Wl‘l ( \ )\)

BER (%)

LsB
DWT

DCT+DWT

af2a118/2 i" d/74/64/65
LSB,DWT ,DCT sl gy e slas & 55 duglio 1 Juol> g ¥ ylog0i A
DCT:DWT ,

median fiiter

Sy MIi yglai ) pgai Cuded 3] G0 0 Kot dunslin N Jgur W

I I N T

PSNR 0.8089 7.3181 9.4847
SIMM 0.9171 5.0173 6.4296
HVS-SSIM 0.9312 4.5217 5.8812

10. Bit Error Rate

[ Dollnl oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

134

| oty gl S5y


http://sjfm.ir/article-1-1259-fa.html

ghl)S 9 md

2. Abdel-Nabi H, Al-Haj A. Efficient joint encryption and
data hiding algorithm for medical images security.
In2017 8th international conference on information and
communication systems (ICICS) 2017 Apr 4 (pp. 147-152).
IEEE. doi: 10.1109/IACS.2017.7921962.

3. Collie ). Digital forensic evidence—Flaws in the criminal
justice system. Forensic Sci Int. 2018;289:154-5. doi:
10.1016/j.forsciint.2018.05.014.

4. Casey E, Ribaux O, Roux C. Digital transformations and the
viability of forensic science laboratories: Crisis-opportunity
through decentralisation. Forensic Sci Int. 2018;289:e24-5.
doi: 10.1016/j.forsciint.2018.04.055.

5. Mohsin AH, Zaidan AA, Zaidan BB, Mohammed KI, Albahri
OS, Albahri AS, Alsalem MA. PSO-Blockchain-based
image steganography: towards a new method to secure
updating and sharing COVID-19 data in decentralised
hospitals intelligence architecture. Multimed Tools Appl.
2021;80(9):14137-61. doi: 10.1007/511042-020-10284-y.

6. Loan NA, Parah SA, Sheikh JA, Akhoon JA, Bhat GM.
Hiding electronic patient record (epr) in medical images: A
high capacity and computationally efficient technique for
e-healthcare applications. ] Biomed Inform. 2017;73:125-
36. doi: 10.1016/}.jbi.2017.08.002.

7. Geetha R, Geetha S. Efficient high capacity technique
to embed EPR information and to detect tampering in
medical images. ] Med Eng Technol. 2020;44(2):55-68. doi:
10.1080/03091902.2020.1718223.

8. Sharifara A, Ghaderi A. Medical Image Watermarking using
2D-DWT with Enhanced security and capacity. arXiv
preprint arXiv:1703.05778. 2017 Mar 16.

9. Nagaraju C, ParthaSarathy SS. Embedding ECG and patient
information in medical image. Ininternational Conference
on Recent Advances and Innovations in Engineering
(ICRAIE-2014) 2014 May 9 (pp. 1-6). IEEE. doi: 10.1109/
ICRAIE.2014.6909299.

10. Mazumdar H, Anand P, Soni SJ, Joshi M, Rajeev K, Rajak
M. Human visual system models in digital watermarking.
In2015 International Conference and Workshop on
Computing and Communication (IEMCON) 2015 Oct 15
(pp- 1-7). IEEE. doi: 10.1109/IEMCON.2015.7344459.

11. Kishore VV, Kalpana V. ROl Segmentation and Detection
of Neoplasm Based on Morphology Using Segmentation
Operators. InEmerging Trends in Electrical, Communications,
and Information Technologies 2020 (pp. 501-509). Springer,
Singapore. doi: 10.1007/978-981-13-8942-9_41.

12. Rubin C. Picture archiving and communication systems
(PACS) and guidelines on diagnostic display devices. UK: The
Royal College of Radiologists, 3rd Edition, February 2019.

13. Geetha R, Geetha S. Efficient high capacity technique
to embed EPR information and to detect tampering in
medical images. ] Med Eng Technol. 2020;44(2):55-68. doi:
10.1080/03091902.2020.1718223.

14.Yahya A. Steganography Techniques for Digital Images. USA:
The registered company Springer International Publishing
AG part of Springer Nature, 2019. doi: 10.1007/978-3-319-

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

OS5k p (Sl s (o0 S 4 (65958 9 05 Sl
Eao90 « Sy pSUl Cedlw aSi sl sla gl
2 g g ool Sz )LS6 5 (e yme ( pogad v >
a,bgd Cuga sl g Al jo alisie ()15 (585 L
5o Lzl oblss slhls solpinn Jow azl jo .ol ppo

e S g 5SI Ceodls calizes slaasil

obe e sl prlam dgupr Slamge (soloiian g,
sl gt 5 o Aol a5 0,055 5 o AL

4 4293k (goletdny gy (§ilmdnrd @l (o) p 08 (o
plxil BER  MSE, PSNR, NC Lol s3] csla loxo S8
615 4 6y aSMSE (slias l5n e ool gl el s
05,5 ool o gy plows 4 G Gl (g5lmaiiag 53
ol (glwaiags Kby gl Codnl YU e caimoylis

oBils ledsl (,9L8 Y gho olod 3l 1 S0 a8 g K i
ploxl o a5 apde Cuadlos (5 y5l8 g ple S 9 (S—Bjn pole
AT o s dy 0,08 5 S5 iS5 Sat pblo anlllae
9,0l aio oKl lawg yol> iagh 1 IS auml
O30 658 Wy B o Sl 5 B (i caSils
SigypSlog ;5 (sgire slaculom by Ginghy (nl gl (bl
oSty STk 5 3 (oiiten 00Ssls ((SBgy (owies s
Al sliwl) )3 (G2pg3 059 So B 0 090l 0 Saro
3,15 9925 01 55 (sdlie (Bl WS 9 0D plaxil (6,55

el oais )38 B asn g lawsd (69,501 Jlo gabio

References

1. Sreekutty MS, Baiju PS. Security enhancement in image
steganography for medical integrity verification system.
In2017 International Conference on Circuit, Power and
Computing Technologies (ICCPCT) 2017 Apr 20 (pp. 1-5).
IEEE. doi: 10.1109/ICCPCT.2017.8074197.

T‘O

| oty gl S5y


https://doi.org/10.1109/ICCPCT.2017.8074197
https://doi.org/10.1109/IACS.2017.7921962
https://doi.org/10.1016/j.forsciint.2018.05.014
https://doi.org/10.1016/j.forsciint.2018.04.055
https://doi.org/10.1016/j.jbi.2017.08.002
https://doi.org/10.1080/03091902.2020.1718223
https://doi.org/10.1109/ICRAIE.2014.6909299
https://doi.org/10.1109/ICRAIE.2014.6909299
https://doi.org/10.1109/IEMCON.2015.7344459
https://doi.org/10.1007/978-981-13-8942-9_41
https://doi.org/10.1080/03091902.2020.1718223
https://doi.org/10.1007/978-3-319-78597-4_2
http://sjfm.ir/article-1-1259-fa.html

HVS Joo p oo MRI (S5 pgliai 0 EPRooIs (6 5lwaiigs b cuodlw 0392 50 Oledbl poguas a3 9 (Solo o0 ciadual

through spectral analysis of error representations. Signal
Process Image Commun. 2019;70:37-46. doi: 10.1016/}.
image.2018.09.005.

20. Wang Z, Simoncelli EP, Bovik AC. Multiscale structural
similarity for image quality assessment. InThe Thrity-Seventh
Asilomar Conference on Signals, Systems & Computers,
2003 2003 Nov 9 (Vol. 2, pp. 1398-1402). IEEE.

21. Nasr MA, AlIRahmawy MF, Tolba AS. Multi-scale structural
similarity index for motion detection. Journal of King
Saud University-Computer and Information Sciences.
2017;29(3):399-409. doi: 10.1016/j.jksuci.2016.02.004.

22. Xiu-ying M, Jia-jun L. HVS-based imperceptibility evaluation
for steganography. Inlnternational Conference on Scalable
Information Systems 2009 Jun 10 (pp. 152-161). Springer,
Berlin, Heidelberg. doi: 10.1007/978-3-642-10485-5_11.

23. Rashmi N, Jyothi K. An improved method for reversible data
hiding steganography combined with cryptography. In2018
2nd International Conference on Inventive Systems and
Control (ICISC) 2018 Jan 19 (pp. 81-84). IEEE. doi: 10.1109/
ICISC.2018.8398946.

[ DoI/nI oaded from gfm.ir on 2026-02-11 ]

| 16+ 3L ¥ oylous YV 0,90 |

78597-4_2.

15.  Angulakshmi M, Lakshmi Priya GG. Automated brain
tumour segmentation techniques—a review. International
Int ] Imaging Syst Technol. 2017;27(1):66-77. doi: 10.1002/
ima.22211.

16. Habbouli O, Megherbi DB. A secure, self-recovery, and
high capacity blind digital image information hiding and
authentication scheme using DCT moments. In2017 IEEE
International Symposium on Technologies for Homeland
Security (HST) 2017 Apr 25 (pp. 1-5). IEEE. doi: 10.1109/
THS.2017.7943459.

17. Shaik A, Thanikaiselvan V, Amitharajan R. Data security
through data hiding in images: a review. J Artif Intell.
2017;10(1):1-21. doi: 10.3923/jai.2017.1.21.

18. Deepika R, Arasi EE, Geethanjali M. Secure Text Sharing
using Medical Image Steganography. International Journal
on Recent and Innovation Trends in Computing and
Communication. 2019;7(3):37-43. doi: 10.17762/ijritcc.
v7i3.5259.

19. Temel D, AlRegib G. Perceptual image quality assessment

Y

| oty gl S5y


https://doi.org/10.1007/978-3-319-78597-4_2
https://doi.org/10.1002/ima.22211
https://doi.org/10.1002/ima.22211
https://doi.org/10.1109/THS.2017.7943459
https://doi.org/10.1109/THS.2017.7943459
https://doi.org/10.3923/jai.2017.1.21
https://doi.org/10.17762/ijritcc.v7i3.5259
https://doi.org/10.17762/ijritcc.v7i3.5259
https://doi.org/10.1016/j.image.2018.09.005
https://doi.org/10.1016/j.image.2018.09.005
https://doi.org/10.1016/j.jksuci.2016.02.004
https://doi.org/10.1007/978-3-642-10485-5_11
https://doi.org/10.1109/ICISC.2018.8398946
https://doi.org/10.1109/ICISC.2018.8398946
http://sjfm.ir/article-1-1259-fa.html
http://www.tcpdf.org

